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While waiting for the session to start, please:
1.go to kahoot.it & enter the PIN 659 2370 ER e XL
2.go to menti.com & enter the code 2720 8690
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Acknowledgment of Countiry

AUSCERT through the University of Queensland (UQ) acknowledges

the Traditional Owners and their custodianship of the lands on

which we meet.

We pay our respects to their Ancestors and their descendants, who

continue cultural and spiritual connections to Country.

We recognise their valuable contributions to Australian and global

society.
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Presenter Notes
Presentation Notes
Guidelines for use:
Use this slide when presenting at UQ or at any site in Australia, when appropriate. 
Remember to pause briefly after acknowledging Country as a sign of respect. 
If you are more familiar with acknowledging Country you may add a statement about the event, meeting or forum’s connection with Country. �For example; at a higher education event you might acknowledge that the campus has always been a space for teaching, learning, research and collaboration tens of thousands of years before it was established as a university campus, and continues today.
When to use longer version:
If you are the main speaker at the event/gathering 
If you are the first person to present.
When to use a shorter version: 
If you are not the first person to acknowledge Country 
In a more informal setting 
Thanking a Traditional Owner for welcoming people to Country. 


Longer version
I acknowledge the Traditional Owners and their custodianship of the lands on which we meet today. On behalf of * I pay our respects to their Ancestors and their descendants, who continue cultural and spiritual connections to Country. We recognise their valuable contributions to Australian and global society.

* If you are hosting an event, meeting or seminar, you might say something like “On behalf of the event organisers or your section….” 

Shorter version
I (too,) acknowledge the Traditional Owners and their custodianship of the lands on which we meet today and pay my respect to their Ancestors and their descendants.



Slide last updated August 2019. Source: PVC(IE); contact Nell Angus. 


A little about me — Mark Carey-Smith
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TLP: AMBER
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Presenter Notes
Presentation Notes
Let’s take a look at our word cloud.


Organisational

What will you gain from today’s Culture

information session?

Governance

Technology

TLP: AMBER



Presenter Notes
Presentation Notes
You can learn something that will help you protect yourself, your family and UQ

Cyber security is a digital life skill that will benefit you personally and professionally
Cyber security is not just about technology. 

It is a people, process and technology domain. 
Governance is required to ensure that cyber security risk is being managed effectively and strategically.

All cyber security initiatives and activities are situated within organisational culture. Cyber security culture is part of organisational culture.�




Expectations
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| will do my best to be entertaining and informative

| ask that you try hard to be curious, contribute your point of view R
and respect the opinions of others P e DG

If you have any questions please ask them at any time e te § 0 e 588
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Who is responsible for cyber security?
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Let’s do a quiz!

Technology can do amazing things but it can’t do everything, the
last line of defence is often you i e FrleBiible, el 4

Back to the quiz el L3 G
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Presenter Notes
Presentation Notes
Go to the quiz and do the question about who is responsible for cyber security

Technology can do amazing things but it can’t do everything, the last line of defence is often you 





Presenter Notes
Presentation Notes
Applying software updates (sometimes called patching) to the devices you own makes them stronger and more resistant to attacks.
Applying updates as soon as possible is important because weaknesses in software (called vulnerabilities) are very often exploited by attackers soon after patches or updates are released.

It’s easy to postpone installing updates to some other time but try to avoid that habit, rebooting your device is usually good for its performance and gives you the opportunity for a little wellness break
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Cyber hygiene — Situational awareness

TLP: AMBER



Presenter Notes
Presentation Notes
Situational awareness is about being aware of threats in your environment.
This includes thinking about who can see potentially sensitive information on your screen wherever you are working; at home, on public transport and at uni.
It also includes being aware of what is behind you when you are in a video conference meeting, it might be something sensitive or embarrassing.




Cyber hygiene — Social Engineering

.
* .
® .

Back to the quiz!

....

Attackers are increasingly targeting people, rather than
technology.

Phishing T
Vishing?
Smishing? WE 2%l
Quishing? IR )
Dishing?

0
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TLP: AMBER



Presenter Notes
Presentation Notes
Attackers are increasingly targeting people, rather than technology. Social engineering attacks try to trick people into doing something the attacker wants, like installing malicious software, giving away information like username and password, or a financial transaction.

Phishing is a common social engineering attack, launched via email.

How about vishing? What do you think this term means?

Smishing?

Quishing?

Dishing?



10:10 , T B

- @

+61 413 319 236 e

......
.......
.....

Cyber hygiene -
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AusPost: Tried to deliver on i fee
17/5/2023; visit www.auspost- TR
status.com for parcel tracking AR
and rescheduling.
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Presenter Notes
Presentation Notes
Have you ever received a message via email, Messenger, WhatsApp or SMS from someone you know that didn’t seem quite right, then you later found out their account had been hijacked? 
These attacks are examples of social engineering. Social engineering are ways of tricking people into doing what attackers want, such as providing sensitive information, transferring funds or providing access to computer systems through installing remote access software. 
Importantly, they can come from people we know, not just strangers.
Let’s have a look at an example received via SMS

How could I tell this is a phishing attack? 


Cyber hygiene — Social Engineering

Z] VirusTotal - URL - 2ec13c1487871 X +

< => C B virustotal.com/gui/url/2ec13c1487817b17337d23129ealceddf31fe83a3b903e56ef0d79c0bB8aa98es T @ =2 1 {

E http://auspost-status.com/ Q. T oees [ & Sign

No security vendors flagged this URL as malicious (¥ Reanalyze (O Search  :x. Graph
hitp://auspost-status.com/ Last Analysis Date
auspost-status.com 4 days ago

Community Score

TLP: AMBER



Presenter Notes
Presentation Notes
“VirusTotal inspects items with 89 antivirus scanners and URL/domain blocklisting services, in addition to a myriad of tools to extract signals from the studied content.”
Let’s take a look at what VirusTotal thinks of the URL in this suspicious message.
Even though VirusTotal is a really useful tool, it takes time for suspicious URLs to be identified, checked and listed.
The lesson here is that a person’s intuition that the context for the message is wrong is more valuable than the technology.


Cyber hygiene — Social Engineering — Attacker Techniques

D.A.N.C.E

Distraction - Attackers pull your focus in one direction so you don’t notice ety
or think about the thing they want you to miss PR T
Appearance - Attackers ‘blend in’ and appear to be normal and 3
trustworthy - and scam emails look legitimate
Need - The attack will make you want something and then provide the
solution from a position of power or authority
Context - Attackers prefer places/situations/times of day when you are

busy or stressed, and your guard is down
Emotion - Attackers rely on creating an emotional state such as panic or
gratitude in their victim because emotions override rational thinking

TLP: AMBER




Cyber hygiene — Social Engineering
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Back to the quiz!

There are some great resources from Scamwatch and from U RS

[DCare.org i et

Phishing comes via any messaging app P -‘:’.°-°...:

If in doubt, don’t open it, then report it
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If you lose a device, report it

TLP: AMBER



Presenter Notes
Presentation Notes
In Q3 2024, Checkpoint found 61% of global brand imitation phishing attacks pretended to be Microsoft, 12% Apple, 7% Google, and 3% Facebook.�These stats change every quarter.�
There are some great resources to help identify social engineering attacks from ScamWatch and from IDCare.org

Of course, phishing attacks can be launched via any messaging platform.

If you receive a message you think is suspicious, don’t open it. At work, report it to your help desk or IT team
At home, report it to your email provider or ISP.

If a phone, computer or some other device you use to access work information is lost or stolen, report that too

< Quiz stats about most-phished brands come from: https://blog.checkpoint.com/research/check-point-research-reveals-q2-2024-brand-phishing-trends-microsoft-tops-list-while-new-entries-signal-shifting-threat-landscape/>


https://www.scamwatch.gov.au/
https://www.idcare.org/

Cyber hygiene — Passwords

Let’s watch a video:

https://www.youtube.com/watch?v=x9LIgdUV09M L
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https://www.youtube.com/watch?v=x9LIqdUV09M

Cyber hygiene — Passwords
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What do you think are the most common passwords?

Now let’s have a look at a common password list ol e

The havelbeenpwned web site is useful

TLP: AMBER



Presenter Notes
Presentation Notes
Now let’s have a look at a common password list. This has been collated from lists of breached passwords. After organisations have been hacked and their information has been released, people compile this information into lists. So it’s a limited sample but it’s useful for our purposes.
https://nordpass.com/most-common-passwords-list/ 

The haveIbeenp0wned web site is useful, let’s take a look: https://haveibeenpwned.com/ 




https://nordpass.com/most-common-passwords-list/
https://haveibeenpwned.com/

Habits and Switching Cost

Habits

Switching cost

TLP: AMBER



Presenter Notes
Presentation Notes
Habits are default behaviours that people perform when they are unable or unwilling to make effortful decisions about their behaviour.
Habits can be good or bad. How people create passwords is a habit. We tend to repeat the same way we’ve always done it because it ‘works’ and is cognitively efficient.

When someone is asked to change a habit, they are not considering equal-effort options. They are being asked to switch to a more cognitively effortful behaviour, at least in the short term. This is sometimes called “switching cost”.

It is useful to consider switching cost when you are trying to change your own behaviour or asking someone else to change theirs. 
It’s not as simple as presenting a more logical or rational option and expecting people to adopt it.
We are wired to conserve effort as much as possible. This is not laziness, it’s efficiency.



Cyber hygiene — Passwords

TLP: AMBER
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Presenter Notes
Presentation Notes
Passphrases are groups of words stuck together, here is an example



Cartoon from: https://xkcd.com/936/ 



Cyber hygiene — Passwords
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Reducing the number of passwords to remember makes life

easier, but...
What’s an unsafe way to do that? R e

Back to the quiz AL

TLP: AMBER



Presenter Notes
Presentation Notes
Unfortunately, passwords are everywhere and can be very challenging to remember. 
Reducing the number of passwords to remember makes it easier but there’s a safe way to do this and an unsafe way



Cyber hygiene — Passwords

A safe and convenient solution to
better passwords is to use a
password manager

Used on computers and mobile
devices

I0S devices have Keychain

TLP: AMBER



Presenter Notes
Presentation Notes
A safe and convenient solution to generating strong passwords while reducing the number to remember is to use a password manager.

Password managers make your life easier by creating random passwords for your many online accounts and updating them if you change them.
Some will warn you if your passwords match known, publicly leaked passwords
There are lots of different options available, many of which can be used on computers and mobile devices.
Some browsers like Chrome have a password manager included.

iOS devices have a password manager called Keychain, soon to be called Passwords, apparently



Cyber hygiene — Passwords — 2FA or MFA

MFA is not a panacea

Use caution when responding to prompts

TLP: AMBER

A login was detected, is this
you?

ID

Browser
Chrome

Date and time
06 Sep 2024 02:43pm AEST

Near
Saintlucia, QLD, Australia

Chermside

. 25
3 ~~ Wynnum

' Brisbane

arindale
& Capalaba Pl
See more v _
- . SuTyank B Victoi

Vaoae 1it'e ma
Y {g—'i S | ’t»_'b ]ﬂ::‘ﬁ: @-
1Dy Ik 11

No, it's not me

.
* .
® .

B . .
. s o
D

...... ........ ® e
...... L ® )
° ® e ® )

. ° e og°
[ ] ® ® [ ] [ ] .. .. .
Y X o o0 ® ®

) L ™ L )
Y e © oo ® o
eee oo ®Je0 05,3
0000 .0 0% ¢ 0o 00
[ ] [ ] Y ) [ ] .. ®
X ] [ P
e " * ¢ 0% ,2°
L ®
[ 3 ° 0.0.0
[ J
:0.' A
~ @ [ ]
~ 0 ......
o o O
.30 .08
® [ ]
L ®
LY


Presenter Notes
Presentation Notes
Another good way to increase the strength of passwords is to use a ‘second factor’.
This is called 2 factor authentication, Multi-factor authentication or sometimes ‘2 step verification’

It is highly recommended you use MFA to protect your personal email accounts, social media accounts and banking (if possible).
Email is particularly important because your email account is used for changing forgotten passwords for many other accounts.
Your social media accounts might not seem important but they are commonly used to attack friends and family.

MFA is a very useful way to protect your accounts but it is not a panacea

Please use caution when responding to push notifications – if you didn’t initiate it, don’t approve it
I used to work for an organisation where a senior manager’s account was hacked because they approved an MFA request they didn’t initiate
Take a minute to read the information in the prompt. If you don’t know for certain that you initiated the request, don’t approve it.�


Personal privacy - managing your digital footprint
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Let’s watch a video -
https://www.youtube.com/watch?v=yrjiT8m0OhcKU S T

What’s going on here, why are the customers so surprised? G Sl S

Yoo
.....

0
2000
®

.....
......
L ] Y °

TLP: AMBER



https://www.youtube.com/watch?v=yrjT8m0hcKU

Personal privacy - managing your digital footprint

Personal privacy is about protecting the information that others
collect about you

We can’t stop it but we can reduce it:
Assume everything posted is public
Consider if you need to tell the truth
Vote with your feet
Be very careful with apps
Review your apps every few months

TLP: AMBER
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Presenter Notes
Presentation Notes
Personal privacy is about protecting the information that others collect about you

Any online activity creates data about you, we can’t eliminate this but we can reduce it

Regardless of private groups, time limits or restrictions on photos and videos, assume everything you post online or on an app will become public, sooner or later

When creating accounts online, do you need to give your actual information, like name, birthday, answers to ‘secret questions’, or can you make it up?

Read privacy policies, if you can understand them, and vote with your feet if you don’t like it

Only install apps in mobile devices from official stores but don’t assume they are all safe

Review your apps every few months and delete the ones you don’t use. Their permissions and functionality can change over time.



We need to talk...about your brain

TLP: AMBER
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We need to talk...about your brain
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Let’s watch a video - _.
https://www.youtube.com/watch?v=vJG698U2Mvo S TR

The video is an example of selective attention

Busy people notice fewer red flags
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Slow down and stay safe

TLP: AMBER



Presenter Notes
Presentation Notes
https://www.youtube.com/watch?v=vJG698U2Mvo 

This is an example of selective attention. You only have so much energy to power your active attention, when your attention is completely engaged, things that fall outside your focus are not noticed

When people are rushed or stressed or both, and their cognitive resources are completely consumed, they are much less likely to notice red flags in malicious messages or web sites

When you are in a hurry is not a good time to tackle tasks involving sensitive information or suspicious messages. If possible, delay such tasks until you have time to breath and do them slowly and calmly 


https://www.youtube.com/watch?v=vJG698U2Mvo

We need to talk...about your brain

SYSTEM 1 AND SYSTEM 2 PROCESSING

“FIRST REACTIONS"

sSystem 1 = fast, automatic, impulsive,
associative, emetional, and unconscious
processing = imbic.

“THINKING"

System 2 = slower, conscious, reflective,
deliberative, analytical, rational, logical
processing = neocortex.



Presenter Notes
Presentation Notes
Human brains process things in ways that can be thought of as 2 different systems; system 1 and system 2

System 1 thinking happens very quickly and efficiently and occurs in the limbic part of the brain.
This is sometimes called our lizard brain, referring to how our brains evolved from this simple, impulsive and automatic way of responding to the world.

System 2 thinking is much slower and takes much more effort, occurring in the neocortex part of the brain.



We need to talk...about your brain

System 1 (automatic) thinking keeps us alive

Let’s go back to the quiz!

TLP: AMBER
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Presenter Notes
Presentation Notes
System 1 or automatic thinking is really, really important
But it is subject to all sorts of biases and heuristics that effect its accuracy
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Presenter Notes
Presentation Notes
The approximate annual average of shark related deaths in Australia is 2.3, while the average number of ladder related deaths is approximately 27 per year.
This is a classic example of the availability heuristic. 
The availability heuristic is a cognitive bias, where we place more importance on things we remember or that come to mind more easily.
Many people’s exposure to sharks is their portrayal in the media as dangerous killers, so we tend to exaggerate their relative danger compared with ladders.
�





Presenter Notes
Presentation Notes
The availability heuristic is important for cyber security because it impacts on how we perceive risk. 
If a potential risk is less easily remembered or more difficult to bring to mind as relevant, it is downplayed as less likely to occur.
Experience plays a part as well. If people have not suffered a cyber security attack themselves, then the theoretical level of risk doesn’t match their personal experience, and it becomes less important over time.





Presenter Notes
Presentation Notes
Optimism bias is another error that effects us. Optimism bias “refers to our tendency to overestimate our likelihood of experiencing positive events and underestimate our likelihood of experiencing negative events”

There is a lot of evidence in a variety of studies that demonstrate optimism bias, particularly in road safety. 
In a cyber security context, people tend to underestimate the chances of being adversely effected by a security incident.
This can result in people taking less care than they should when accessing information, like email.
People may also be less likely to implement protective measures, like password managers or MFA on their personal accounts because they don’t believe they will be targeted.
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Presentation Notes
Open-Source Intelligence (OSINT) is defined as intelligence produced by collecting, evaluating and analyzing publicly available information with the purpose of addressing a specific intelligence requirement.
For example, doing a background check before hiring someone might include checking their Facebook and LinkedIn profiles to see how they behave online.
�Common OSINT sources include news media, social media, web sites in general including blogs, and some specialist web sites designed to gather OSINT.
�It can also be very useful for attackers when they are specifically targeting someone via social engineering. 

Think about the OSINT available about you and your job. Could some of it could be useful for an attacker trying to target or impersonate you?


Small group exercise - OSINT and
phishing

You are an attacker

You plan to use OSINT to find

actionable information about your
target; the CFO of UQ

You will attack them via phishing

TLP: AMBER




Small group exercise - OSINT and
phishing

Your objectives:

1. Determine what OSINT is available on
your CFO.

2. Decide what OSINT will be useful for you
as an attacker.

3. Create ideas for at least 3 different
phishing lures.

You have 15 minutes, then we’ll debrief as

one group

TLP: AMBER







Scam stats - Scamwatch

Reported losses

$261,931,958.19

Top scams by loss

mw B Y

Investment Romance Phishing
$161,242,675 $19,969,894 $15,093,998

Reported scams

216,818

Top contact methods
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Email
75,144
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Text message
72,370

Q

Phone call
36,696
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Presentation Notes
Scamwatch, run by the Australian Competition and Consumer Commission, have lots of good resources to help protect yourself and others from scams.
They also maintain statistics about scam reports and losses.
Up until December 2024 at least $261 million has been lost to scams, just based on the data reported to Scamwatch.
Unfortunately many victims never report what’s happened to them to anyone else, so actual losses are likely to be much higher.
<click>
Top scams are investment, romance and phishing.
Top contact methods are SMS, email and phone calls�The age group disproportionately impacted are people aged 65 years or older, they’ve lost approx $83 million as a group so far this year.


Business Email Compromise - BEC

BEC is a rapidly growing cyber crime
BEC scams target communications

Payment processes are a common target

TLP: AMBER
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Presentation Notes
Business Email Compromise, or BEC, is a rapidly growing and lucrative cybercrime type. This is also sometimes referred to as payment redirection scams.�In their most recent internet crime report the FBI reports losses of more than $US 2.9 billion in 2023 to BEC. 

BEC is a sophisticated scam targeting both businesses and individuals performing transfers of funds. The scam is frequently carried out when an attacker compromises legitimate business email accounts through social engineering or computer intrusion techniques to conduct unauthorized transfers of funds. 

A common way these scams work is an attacker gets control of someone’s email account, intercepts then modifies payment instructions. In Australia, we’ve seen people conducting conveyancing transactions and purchasing Telslas attacked, resulting in high losses.

Let’s take a look at a typical example of how BEC attacks work. Thinking about this simple attack chain, what controls (defensive countermeasures) could be used to detect or stop this attack from being successful?



Cyber hygiene — What does HTTPS actually mean?

() 8 httys://auscert.org.au 80% 52?

Subscribe for updates g ® Member Portal

.;i.- :. AUSCERT Services ~ Training ~ Resources ~ About Us Contact -

“ - o ~
- -~
///:" Py - et -“\S
P & » L4 = a® - N
4 - ®e e® . N
- . S arr e o o Q‘ N
g eee A ® e Y |
yr o P ® ® ® .
Vid ® L ® q
/7 @ ®
' | ®
“ ;) 0 o o © ® o
/, e @ (] ®
er oseCurli )40 00 °0® ,°° o® %
TR [ o .. ® ® <
g 100 o %,
Py ®
L

&

Incident Vulnerability Threat
Support Management Intelligence



Presenter Notes
Presentation Notes
What does this little padlock mean?

What does it not mean?



Home Services About Crimes Jobs News

us Centre

28 JUNE 2024, Man charged over creation of ‘evil twin’
veiareease 7@€ WiFi networks to access personal o
data

Editor's note: Footage of the man'’s arrest and on camera grabs by AFP Det-Insp XN .,

Coleman available via Hightail

The AFP has charged a West Australian man who allegedly established fake free
WiFi access points, which mimicked legitimate networks, to capture personal data 565
from unsuspecting victims who mistakenly connected to them.

The man, 42, is expected to appear in Perth Magistrates Court today (28 June,
2024) to face nine charges for alleged cybercrime offences.


Presenter Notes
Presentation Notes
Public WiFi, such as the free WiFi offered in cafes and some public places is not safe and I recommend avoiding it. 

Other devices on the same network might be able to connect to yours in an unsafe way

Once you’ve connected to a WiFi network, your device remembers that and will try and connect to any WiFi network with the same name, which can be easily faked and you could be redirected to phishing sites masquerading as legitimate sites.




Cyber Hygiene on the Move
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Public WiFi is not safe (continued)

Use your phone as a hotspot instead RPN A

Set a PIN, or equivalent, on your phone
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®

TLP: AMBER
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If you need to be online when commuting or at a public place, please use your phone as a WiFi hotspot

Set a PIN, password, fingerprint scan etc. on your phone to turn on the screen lock function. This doesn’t just protect against someone accessing your information if your phone is stolen or lost, for some phones other security measures won’t work unless the screen lock function is enabled.



Cyber Hygiene at Home

Change default passwords
Guests use the guest WiFi
Kids don’t use your work device

There’s smart and there’s “smart”

TLP: AMBER
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Presenter Notes
Presentation Notes
Change default passwords on your home router and any smart devices. There are lists online for default passwords and attackers know this.

If your home WiFi router has a guest network feature, use it for any device you don’t know for sure is safe, especially guests

If you have the option, don’t let the kids use your work device. They might accidentally delete something important, install unsafe programs or apps or send embarrassing messages to work colleagues.

So-called smart devices, like smart TVs, are usually fairly dumb. They are often built very cheaply without considering cyber security, may not ever be updated and are always online. All of these make them good targets for attackers as a way of getting inside your home network so they can attack other devices. Try using your Guest WiFi network to isolate your smart devices and consider whether you really need that ‘smart’ thing before buying it.
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Presentation Notes
Thanks for your attention!�Any questions?


Cyber Security
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