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" What is encryption?

Encryption is like a secret code that keeps information safe
and private when we need to send it to other people.

It Is used to protect sensitive information, like passwords,
credit card numbers, or personal messages.

Can you think of other examples of sensitive information that
needs to be encrypted?
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What Is encryption?

In computer terms, encryption works in a similar way.

Instead of a treasure box, we use algorithms to scramble
the message into a secret code.

This code looks like a jumbled mess of letters and
numbers.



What Is cryptography?
J MPWF UIF DPMPVS CMVF

(a message in code) }

Cryptogram

How can we decrypt this cryptogram?
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To encrypt messages, you need a
cipher and a key.

» ~

a scrambling procedure the (secret) information needed
that jumbles up the information to unscramble the information






Can you figure out this secret
message? The key Is 3.

OHPRQV

CDEF GH

J

Q

R

KNP
3 2 1



Can you figure out this secret
message? The key Is 3.

LEMONS

CDEF GH

J

Q

R

KNP
3 2 1



Can you figure out this secret
message? The key Is 3.

LEMONS

CDEFGHIJKLMNOPQRSTUVWXYZ

FGHIJKLMNOPQRSTUVI\NXYZABC




Now you try!

* Follow the worksheet or create a cryptogram of your own.
« Ask a friend to decode your message.

« Don't forget to give them your key

 Don’t forget to remove spaces and punctuation so they

don’t guess it right away ©



Decoding without a Key

There are over 400 septillion ways to encrypt messages
using the Caesar Cipher.

It's a lot easier to decode these kinds of messages, even if
you don’t know the key:

« Trying out all of the possible options (brute force)

« Looking for common words or letters (frequency
analysis)
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(The word you want to encode.)

PLAINTEXT

JJKILMNOPQR S TUVWIX|Y|Z

ENCODED TEXT

J
|

J
|

J
|

J
|

J
|

KILIMN O/P| Q|R

J
|

KILIMN|O/P|Q|R|S

J
|

KILIMN|O|P|Q R|S|T

J
|

KILIM{N|OP Q|R|[S|T|U

J
|

KILIMN|O/PIQR|S|T|U|V

J
|

KILIMN/JO|P|Q|R|S|T|U|V|W

J
|

KILIMN|O|/PQRISITUVWX

J
|

KILIMN|O|P|Q R|S|T|U|V|W|X|Y

J
|

KILIMN|{O/PIQR|SITIUVWX|Y|Z

J
|

J
|

KILIMN[O/P Q|R|S|T|U VW X|Y|ZA|B
KILIMN/O|/P|Q|R|[S|T|UIVIW|X|Y|[Z A

J

KILIMN|{O|/P/QR|S|IT|U|VIW|X|Y | Z|AB|C

J
|

KILIMN|{O|/PIQR|SITIU VW X|Y ZIA|B|C|D

J
|

KILIMN|{O/PQR|SITIUVIWX Y| ZIA|B|C|D|E

J
|

KILIMN(O|P Q|R|S|T|UVIW X|Y ZAB|C/DEF

J
|

KILIMN|{O/PIQR|SIT/IU|VIW|X|Y Z|A[B|C|D|E|F|G

J
|

KILIMN|{O|PIQR|S|ITIUVIWX|Y Z/A|B/C/DEF|IGH

J
|

KILIMN|{O/PQRISITIUVIWX|Y|Z|IA|B|C|D|E|F|G|H

J
|

A/B/CDEF|GH

S|ITIU|VIW/X|Y|Z|A/B/C/ID|E|F|G|H

A/A|B/C/D|E|F|G|H

B/ Z|A/B|C|D|E|F|G|H

C(Y Z|A|B|C|D|E|F|G|H

D X|Y|Z|A/B/C|D|E|F|GH

EW X Y|Z/A|/B/C|DE|F| G|H

FIVIW X|Y|Z|/A/B|C|D|E|F|G|H

GIU VW X|Y| Z/A|B|C/D|E|F|G|H
HT/UVWX Y ZIA|B/C|ID E|F|G|H

1

JIR|S|IT|UVIWX|Y|Z|/A|B|C|D|E|F|G|H
KIQRSITIUVWX| Y ZIAIBIC/ID/E|F|G|H
LIPIQ|R|SIT/UV|W[X|Y ZIA|B|C|D E|F|G|H

MO PIQ|R|S|IT|IUVIWX|Y ZIA|B|C|/DE|F|G|H
NN O/P/QR|SITIUIVIW/X|Y|ZAIB|C|ID|E|F|G|H
OMNOIPQR|SITIUIVWX|Y|Z|/A|B|C/DIE|F|G|H
PILIMNO|PIQIR|IS|T|UVIWX|Y|Z|A[B C|D|E|F|GH
QKILIMN|OPQR|S|T|UVIW/X|Y|ZIA/B|C|D|E|F|G|H
R|I

5|1

T H

U G|H

V| F|IG|H

W E| FGH

XD E|F|G|H

Y CIDE|FIG|H

Z|B|C|D|E|F|G|H

A

1
2
3
4
5
6
7
8
9

10

11

12

13

14

15

16

17

18

19

20

24

25

26

21
22
23
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K

K

J

KILIM

J

K|L|IM|N

J

KILIMN|O

J

KILIM{N/O|P|Q

KILIMN/O|P

J

]
|

her

KILIM/NO/P|Q|R

J

T H

KILIMN|{O/P QRIS

J

@

ip

KILIM|N|O/P|Q R|S|T

J

KILIM|N|O|P|Q|R|S|T|U

J

C

KILIMN[OIP|Q|R|S|T|U|V

J

KILIMN|O|P|Q|R|S|T|U|V|W

J

KILIMN|O|/PIQ RIS|IT|U|VIW X

J

PLAINTEXT

KILIMNJO|P|Q|R|S|T U|VIW XY

J

KILIMNO|PIQR[S|IT|IUVWX|Y|Z

J

N\

J

KILIMN|{O|P QIR|S|T|U|V|W|X Y| ZA

KILIMN/O P QR|[S|ITIUVIW X|Y|ZA|B

J

KILIMN|{O/P/QR|S|T|U|V|W|X|Y Z|AB|C

J

KILIMNO|P QRIS TIUVWX|Y ZIAB|C|D

J

KILIMN|O|/P QIR|S|T|U|VIW|X|Y|Z|A|B|C|D|E

J

igenére

KILIMN/OPQR|SITIUVWX|Y| ZAB|/C|DIEF

J

KILIMN|{O|/P/QR|S|ITIUVIWX|Y Z|IA[B|C|D|E|F|G

J

V

KILIMNO|PQR|SITIUVWX|Y ZIA B CDEF|IGH

J

KILIMNO|PIQR|SITIUVIWX|Y ZIA|IB|C|ID|E|F|G|H

J

AB CDEFGHIJKLMNOPQR[sTIUVWX[YZ

SITIU[VIW/X|Y|Z|A|B/C/ID/E|F|G|H

J

H

A/A|IB|C/D|E|F|G|H

B|Z|A|B/C|D|/E|F|G|H

C Y Z|A|IB|C|D|E|F|G|H

D X|Y Z|A|B|C/D|E|F|G|H

EW X|Y|Z/A|B/C|D|E|F|G|H

FIVIWX|Y|Z/A|B|C|D E|F|G|H

G U VW X|Y Z|IAIB/CDE|F|G|H

HTUVWX|Y Z/A|/B C/DEFG|H

JIR|S|ITIUIVIW/X|Y|Z|AB|C|D/E|F|GH

KIQRSITIUVW[X|Y ZIAIB/[CID/E|F|G|H

ltielalr|s|T[ulv|w|[x]v|z[a|8|c[D[E[F

MO|P|IQR|STIUVWX|Y Z|IA|B/C|D|E|F

N NO|PQRS|IT|UIVIWX Y|ZIABCIDIE|F|G|H

OMNOPQR|SITIUVWX|Y ZA|B|C|D|/E|F|G|H

P LIMNOPIQR|STUVWX|Y|ZIABC|DE|F|G|H

Q K|LIMNOP QR|[SITIUVIWX|Y ZIA|B|C|DE|F|G|H

R
L)
T

U/G|H

V| F|IG|H
WE| F GH

X/ D E|F|G|H
Y CIDE|F|IGH

Z/ B/C|D|/E|F|G|H

-
L
=
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V

KILIMN|O|P|Q|R

A|B/C/ID E|F|G|H

Y Z|IA|B|C|D|E|F|G

W X|Y ZIA|B|C|D|E

J

A

L

Encode “SOUND?” using the key “

S| O|U|N|D
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ipher

C

N\

igenére

V

PLAIT
JIK|L|I

J

K

KLl

J

K|L|M

KIL|{M|N|

J

KILIM{N|O

J

KILIMN|O|P|

J

KILIMN|OP|Q

J
|

KILIMN|O|P|Q|R

J
|

KILIMN/O/P Q|R|S|

]
|

KILIMN|O|P|Q/R|S|T

J
I

SITIUVIWX|Y Z|A|/B|C|D

KILIMN|O|P|Q|R|[S|T|U|

J

A/B/CDE F GH

J

A/A|B|C/D|E|F|G|H

B Z|A/B|C|D/E|F|GH

ClY ZIA/IB|C|D|E|F|G|H

D X|Y| Z|A|B|C/DIE|F|G|H

EW X Y| Z/A/B/C|DE|FG|H

FIVIWX|Y|Z|A/B|C|D|E|F|G

GUVWX|Y ZIA|B|C/D|E|F|

HT/UVWX Y| ZIA|B/C/D|E

JIR|S|TIUVIW|X|Y|Z|AB|C
KIQ RIS TIUVWX Y|ZA|B

LIPIQR|S|ITUVIWX|Y|Z A

MO P QR|SITIUVWX|Y Z|
N NOP/QR|SITIUVWX|Y

O M|N/O|P|Q|R|S|T|U|VIW|X|

P LIM[N|O|P|Q|R|S|T|U|V|W|

Q K|LIMNOP QR|ISITIUIV|

R
5
T

H
U G H
V| F|IG|H
WE| F|IGH
X/ DIE|F|G|H

Y C/DE|F|G|H

Z B/C|D|/E|F|G|H

Another way to think about this:

Encoding “SOUND” using the key 15

10
11

A

12

13

©

S| O|U|N|D

17
18
19

20
21
22
23
24

_ZO
> | Z2
X | =2
= | 4
> | X
D I
- | =
w | T
x | O
O | w
o | w
O | 0O
Z | O
> | o
— | <
X | N
D | >
— | X
T|=
| >
L | O
w |
Q| wm
O |
m | O
< | Qa
g2

O

25
26




THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

o

ipher

Ic C

Polyalphabeti

ipher:

C

N\

igenére

V

PLAINTEXT

Q|rRIs|[T|ulv|w

A|/B|C/D|E|F|G

VW X|Y|Z|A|B

ATA

ORANGE”

Encode “ISLAND” using the key “

E

O R|A | N|G




THE UNIVERSITY
OF QUEENSLAND

AUSTRALIA

ipher

C

N\

igenére

How to Decode using aV

K

J

J

JIK|L|M|N

PLAINTEXT

JIK|LIM|N|O

JIK|LIMN|O| P |Q

JIK|LIM{N|O|P

FIG|H|I

E|FIGIH|I

DIE|F|G|H|I

C/IDIE|F|G|H]|I

Z|A|B/CID|E|F|G|H|I

Y Z|A|B|C|/D|E|F|G|H|I
XY ZIA|B|C|D|E|F|G|H|I

X|Y Z|A|B|C|ID|E|F|G|H
VIW X|Y ZIAIB/C|D|E|F|G

™M
K]
[
i

FIGIH| 1)K

S|T|U/VIW X Y| Z|A/B|C D

B|C|[D|E|F|G

Pla[r[s|T[ulv]w[x][¥]z]a
olpla/r[s|[T/u[viw/x Y|z
K[LIMNOIPIQIRIS T UVIWX

QR|S|T|U|IVIW|X|Y|Z|A|B

z|Aa|B|C[D|E

H

MOUSE”

" using the key “

Decode “QKHMN

Q K/ H M| N

M O|U S| E




Encrypting Famous Quotes

1. Take a movie quote and turn it into a polyalphabetic
cipher code using the Vigenere Cipher.

2. Write it on your worksheet and see If your partner can
crack the code!

3. Can you guess what movie the guote Is from?
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Transposition Ciphers

A method of encryption  lellculslalelufelels elclaivle al o Ale dniloleleislr
where the positions of eo/nls e REEE iR TR R
the letters are changed, — RSsEieE R SR
rather than changing the |t CrERTSNTNRTTS RNy
letters to hide the original  Jies/awiefu] EEEEEEE

message.

https://en.wikipedia.org/wiki/Transposition_cipher



Rail-Fence Ciphers

A rail-fence cipher rearranges the letters of a message into
a zig zag pattern along a set number of “rails” or lines.

R I F N E I H R

RIFNEIHRALECCPE




Raill Fence Cipher

Let’'s try to encrypt

FRENCHFRIES
together



Raill Fence Cipher

FRENCHFRIES

R

N

H

R

E

FECFIS RNHRE

or FECFISRNHRE
to be a little more tricky

AUSTRALIA



Raill Fence Cipher

Three Raills

C

E

F

FCIRNHREEFS

or FCI RNHRE EFS



=

How would we decrypt this
using a Rail Fence Cipher?

PNUNETIHEGISAFS

Count the number of letters in the code (15)
Create a grid: the number of rows correspond with
the key (2 in this case), and the number of columns
correspond with the letters in the code (15).



Decrypting using Rail Fence

3. Fill in the grid by skipping a space between each letter.
PNUNETIHEGISAFS

PENGUINS EAT FISH

AUSTRALIA



More Decrypting using Rail Fence

Unscramble this! They key is 2.

EEHNSRSCOLPATAEOOL



More Decrypting using Rail Fence

Unscramble this!

ELEPHANTS ARE SO COOL



Create your own secret codes!

1. Working in pairs, write a secret message that you would like to
send to another pair.

2. Create your own code to encrypt your message.
3. Share the code and key so that they can decipher the message.



Dual Defence: Creating a Stronger Code

Combine the 2 methods we just learned to make a
really strong code.

« What kind of key would you need to provide?
 How would you make this super difficult to crack?
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Other types of ciphers

AID|IF|G|VI|X

Pigpen Ciphers aAl1la]7[r|E]G

> AV >nN0 ViaIE> Y L R L

X MARKS THE SPOT FICIDIFIHIJIK

. o < x G|IL|O|P[Q|S|U

D>X<B EDXQF M<>v<)L )N( R>X<P VDZQT Z@Z@Y VIVIWIX|Y|Z|O

Q U W X[2]|3]|5/6/[8]9

https://en.wikipedia.org/wiki/Pigpen_cipher https://crypto.interactive-
maths.com/adfgvx-cipher.html

Scytale

https://www.cachesleuth.com/scytale.html



Making it work In the real world.

« The individual technigues may seem outdated, but learning about
them is important for understanding the basics of cryptography
and how more advanced modern ciphers work.

« Today, the combination of Transposition and Substitution ciphers
do most of the work in today’s encryption technology.



CREATE CHANGE
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Thank you!
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